IMamsaTka s o0y4yarmuxcs 00 HHGopMauMoOHHOMH 0e30MacHOCTH AeTeill

Henvsa

1. Bcem moapsin cooOmarhk CBOIO YAacTHYH HMH(OpMaLUio (HACTOALIUE UMS,
damunuio, TenedoH, aapec, HOMep IIKOJIbI, a TaKXe GoTorpaguu cBOU, CBOEH CEMbU
" Apy3eit);

2. OTKpbIBaTh BIIOKEHHBIE (pailyibl AIEKTPOHHOM MOYTHI, KOIZa HE 3HACIlb
OTIIPABUTEIIS;

3. I'pyOuts, npuanparbcs, OKa3bIBaTh JaBIEHWE — BECTU Ce0sl HEBEXKINUBO U
arpecCUBHO;

4. He pacnopsikaiics I€HbraMyd TBOEW CEMbM 0€3 pa3pelieHus CTaplIuX —
BCET/A CIpAIlUBal POAUTEIICH;

5. He BcTpeuaiics ¢ IHTEpHET-3HAKOMBIMHA B PEAIbHOM KU3HU — IIOCOBETYHUCS
CO B3pOCIIBIM, KOTOPOMY JOBEPSICLIb.
Ocmoposicno

1. He Bce numryT npaay. Uuraenis o cede HempaBay B UHTepHEeTE — cooOmu
00 TOM pOJIUTEINIAM WM ONIEKyHAM;

2. [lpurnamaroT nepenuchbBaThCsl, UrPaTh, OOMEHUBATHCS — MPOBEPH, HET JIU
[IO/IBOXA;

3. HezakonHoe konupoBanue (aiinos B UHTEpHETE — BOPOBCTBO;

4. Vicnonb3yil HacTpOMKHU 0€30IaCHOCTU U MPHUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKayHTBI B COLICETAX U IPYTUX MOPTAIAX.
Mooicno

1. YBaxaii 1pyrux mnonb30BaTeieu;

2. ITonp3yembess THTEpHET-NCTOUHUKOM — JI€JIald CCBUIKY Ha HETO;

3. OTKpBIBai TOJBKO TE CCHUIKU, B KOTOPBIX YBEPEH;

4. OOpamarbcs 3a TMOMOIIbID K B3POCIBIM-POAUTENN, OMNEKYHbl U
aIMUHHCTPALIUS CAUTOB BCETA IIOMOTYT.

NudopMannoHHas naMATKA VIS 00y4ar0IMXcst AJIs1 pa3MeLleHUs Ha
o(pMIHAIBHBIX HHTEPHET-pecypcax

C KaXIbIM TofIoM MOJOAEKU B UHTEPHETE CTAHOBUTCS OOJIbIIE, a UIKOJIbHUKU
OJIHM M3 CaMBIX aKTMBHBIX IOJIb30Barener Pynera. Mexay teM, TIOMUMO OrpOMHOIO
KOJIMYECTBA BO3MOXHOCTEW, MHTEPHET HECET M NpobOiembl. DTa MaMaTKa JOKHA
MOMOYb TeOe Oe30MaCHO HAXOAUTHCS B CETH.
KomnprorepHsie BUpyCHI

KomnproTepHslii BUPYC — 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTIIMYUTENbHON 0COOEHHOCTBIO KOTOPOU SIBIISIETCSI CIIOCOOHOCTh K pa3MHOXKEHUI0. B
JOTIOJIHEHHE K 3TOMY, BUPYChl MOTYT IOBPEINUTHh WJIA MOJHOCTBIO YHUYTOXHUTH BCE
daiinel ¥ JaHHBIE, MOAKOHTPOJIBHBIE TMOJIB30BATEN0, OT MMEHU KOTOPOro Obuia
3amylleHa 3apakE€HHAs NpPOorpaMMa, a TakKe NOBPEAUTh WIM JAXE YHUUYTOXKHUTH
OTEpaIMOHHYI0 CHCTEMY CO BceMH (pailmamu B 1enoM. B OONBIIMHCTBE ciiyyaeB
PacIpOCTPAHAOTCA BUPYCHI YEPE3 NHTEPHET.

Memoowt 3augumaol om 6pedOHOCHbBIX NPOZPAMM:

1. Mcnionb3yil COBpEMEHHbBIE CUCTEMBI, UMEIOIIUE CEPbE3HBIN YPOBEHD 3aIUTHI
OT BPEIOHOCHBIX IIPOTPaMM;




2. [IlocrossHHO ycTaHaBnmBai mauTd (TUGPOBBIE 3alIaTKHA, KOTOPHIE
ABTOMATUYE€CKH YCTAHABIMBAIOTCA C ILEIbl0 JOpAa0OTKM MpOrpaMM) U Jpyrue
OOHOBJIEHUSI CBOEH orepanmoHHON cucteMbl. CKauyMBail UX TOJBKO C OPUIIUATBLHOTO
caiita paspabdorunka OC. Ecnu cyiecTByeT pekuM aBTOMaTU4eCKOro OOHOBIICHUS,
BKJIIOYH €r0;

3. Paboraii Ha CcBOEM  KOMIIbIOTEpE TIOJ MpaBaMH IOJb30BATENsA, a HE
aMUHUCTpaTopa. IDTO HE TMO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTpaMM
MHCTAJUTMPOBATHCS HA TBOEM NIEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnonp3yih aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI  U3BECTHBIX
IIPOU3BOJIUTENEH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpaanub PU3NIECKHUN TOCTYI K KOMITBIOTEPY JIJIsl TOCTOPOHHUX JIHIL;

6. Ucnonb3yit BHELTHHE HOCUTEIN HHGOPMAIINH, TaKue Kak (ielka, JUCK WiH ¢aiin
Y3 UHTEPHETA, TOJBKO U3 MPOBEPEHHBIX NCTOUHHUKOB;

7. He oTkpbIBaii KOMIIBIOTEpHBIC (Pailiibl, MOJIYyYECHHBIE U3 HEHAIEKHBIX MCTOYHUKOB.
Haxxe Te aitsibl, KOTOpbIE TMpHUCTan TBOM 3HaKOMBIM. Jlydiie yTO4YHH Yy HETo,
OTIIPABJISUT JIU OH TeOe UX.

Cemu WI1-FI

WI-FI — 310 HEe BUI mepemayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH I,
mapka. Emé B 1991 rony HuzaeprnaHjackas KOMIAHHUS 3aperucTpUpoBaiia OpeHn
«WECA», uto o6o3Hauano cinoBocouetanue «Wireless Fidelity», kotopsrii
nepeBoANTCS Kak «becrpoBoiHast TOYHOCThY.

Jlo Hamero BpeMeHM JolUIa Apyras abOpeBHarypa, KOTOpas SBISETCS TaKOH
xe TexHosorueil. Jto abOpeBuarypa «WI-FI». Takoe Ha3zBaHue ObUIO JAaHO C
HaMEKOM Ha CTaHJapT BbiclIed 3BykoBoil TexHuku HI-FI, uro B mepeBone o3nauaet
«BBICOKasi TOUHOCThHY.

Jla, GecruiaTHBI MHTEPHET-AOCTYN B Kade, OTeNsX M a’pornoprax SBIsIeTCs
OTJIMYHOI BO3MOYKHOCTBIO BBIXOZa B MHTEpHET. HO MHOrME 3KCHEpThl CUUTAIOT, YTO
obmenoctynasie WI-FI cetn He siBstOTCS O€30MTaCHBIMH.

Coeemut no d6ezonacnocmu padomot 8 ooueoocmynnvix cemsax \WI-FI:

1. He nmepenanaii cBoro nuuHyro uHbopmanuio yepes odmenocrymnasie WI-FI
cetu. PaboTast B HUX, JKeJaTeIbHO HE BBOJUTH MApPOJIA JOCTYIA, IOTUHBI  KaKUE-TO
HOMEDpA;

2. WUcnonb3yit 1 OOHOBJISIH aHTUBHPYCHBIE MPOrpaMMbl U Opanmmayep. Tem
caMbIM Thl 00€30macuIlb ce0sl OT 3aKauKU BUPYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnonszoBanuu WI-FI otxnroun dpynkuuio «O0umii noctyn K ¢aitiam
u npuHtepam». JlaHHas QyHKIMS 3aKphiTa MO YMOTYaHUIO, OJHAKO HEKOTOPHIC
MOJIb30BATEU aKTUBUPYIOT €€ JIJIs1 yI0OCTBAa UCIIOJB30BaHUs B paboTe Uiu yuéoe;

4. He wucnonw3yét nyomuunbii  WI-FI g mepegaun nuyHBIX JTaHHBIX,
HaIpyuMep JUIs BBIXO/IA B COIIMATIBLHBIE CETU UJIU B AJICKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonbko 3amuiénnoe coenuaenne yepe3s HTTPS, a e HTTP, to

eCTh IpH Habope BeO-aapeca BBoaM uMeHHO «https://»;
6. B wmoOunsHOM Tenedone otmoun GyHknuio «l[lomxmouenne x  WI-FI
aBToMarnudecku». He nomyckaid aBTOMaTnyeCcKOro MOAKIFOYEHUS YCTPOMCTBA K CETIM
WI-FI| 6e3 TBOETO cornacus.

Couuanvnsle cemu




CornuanbHbIe CETH aKTUBHO BXOJISAT B HAITY KW3HB, MHOTHE JIIONHU PabOTAIOT U
KUBYT TaM IOCTOSIHHO. MHOTME MOib30BaTesid HE MOHUMAIOT, 4TO HHGOpMalus,
pa3MelIEHHAs UMU B COIIMAIBHBIX CETAX, MOXKET ObITh Hal/IeHa U UCIIOJIb30BaHA KEM
yrOJIHO, B TOM YHCJIe HE 0053aTeNIbHO C OJariMU HaMEPEHUSIMH.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COMAJIbHBIX CETIAX:

1. OrpaHuuuTh CUCOK JIpy3eil. Y Te0s B APY3bAX HE JOHKHO OBITh CITyYalHBIX
Y HE3HAKOMBIX JIIONIEH;

2. 3amuIai cBOI YacTHYIO XU3Hb. He yka3wiBail maposu, TenedoHsl, aapeca,
JaTy TBOETO JHS POXKACHUA W JAPYTYIO JIMYHYIO MHGOPMAIUIO. 37I0yMBIIUICHHUKA
MOTYT HCHOJB30BaTh Jaxe HWHPOPMAIIMIO O TOM, KaK Thl M TBOM POJIUTEIU
IJIAaHUPYETE MPOBECTH KAHUKYIIBL;

3. 3ammmmaii CBOIO pemyTanuio — JepKd € B YHUCTOTE W 3a7aBail cede
BOIIPOC: XOTEN ObI Thl, YTOOBI APYTrHe MOJb30BATEIN BHJIEIU, YTO Thl 3arpyKaelib?
[Tonymaii, mpex e yeM 4To-TO OMyOIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOpHILB C JIFOAbMHU, KOTOPBIX HE 3HACIIb, HE HCIOJNb3YyHl CBOE
peajbHOE UMS U JIPYTYIO0 JUYHYIO MH(OpMAIMIO: UMs, MECTO KHUTEJIbCTBA, MECTO
yu€0BbI U Mpouee;

5. U36eraii pazmenienus: pororpaduit B UHTepHere, rjae Thl M300pakEéH Ha
MECTHOCTH, IT0 KOTOPOI MOXKHO OIIPEIEIUTh TBOE MECTOIIOJIOKECHHUE;

6. Ilpu perucTpanuu B COIMAIbLHON CETH HEOOXOAMMO HCTOIB30BaTh CIOXKHBIC
MapoJIu, COCTOSIINE U3 OYKB M IU(P U C KOTUYECTBOM 3HAKOB HE MEHEE &;

7. [l couManbHOM CETH, OYTHI U IPYTUX CaiTOB HEOOXOJUMO HCIIOJIb30BaTh
pa3Hble napoiu. Torga eciau TeOs B3JIOMAIOT, TO 3JIOYMBIIIEHHUKH MOIYy4YaT JOCTYyM
TOJIKO K OJTHOMY MECTY, a HE BO BCEM Cpa3y.

INeKmponHbvle 0eHb2U

ONEeKTPOHHBIC JEHBIM — 3TO OYEHb YAOOHBIM CIOCOO TIUIaTeka, OHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT IMOJIYYUTh 3TH JIEHBIH. JIEKTPOHHBIC
JE€HbI'Y TIOSIBUIIMCh COBCEM HEJIaBHO M UMEHHO M3-3a 3TOr0 BO MHOTHX TOCYIapCTBaxX
JI0 CUX MOpP HE MPONMCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU (QYyHKITMOHUPYIOT U O HUX YK€ TIPOIKCAHO B 3aKOHE, TJE UX
pa3leNsAI0OT Ha HECKOJIBKO BHJIOB — AaHOHUMHBIE M HEaHOHHWMHbIEC. Pa3Huila B TOM,
YTO AaHOHHMMHBIE — JTO T€, B KOTOPBIX pa3perraeTcss MpOBOAUTH omeparuu 0e3
UIEeHTU(UKAIIMY TI0JIb30BATENsl, @ B HEAHOHUMHBIX UACHTU(UKAIMS T0JIH30BATEIs
ABIIAETCS 00S3aTEIBHOM.

Takxe cruegyer pa3iauyarh dJIEKTPOHHbIE (QUATHbIE JACHBIM  (PaBHBI
TOCY/IapCTBEHHBIM BaJlloTaM) U OJJICKTPOHHBbIE HeduaTHble JEeHBIU (HE PaBHBI
roCyJapCTBEHHBIM BAJIIOTAM).

OcHogHble cosembl no 0e30nacHoll padome ¢ I1EKMPOHHBIMU OEHb2AMU:

1. [IpuBsku K cu€Ty MOOMIBHBINA TenedoH. ITO camblil yIOOHBIA U OBICTPHIi
Croco0 BOCCTAHOBUTH JOCTyHn K cy€ry. [IpuBsizaHHBIN TelnepoH MOMOXET, €cliu
3a0yienb CBOW TIIATEXHBIA Tapoidh WIM 3aiAéimih Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonw3yih omHopazoBble maponu. Ilocime mnepexoga Ha YCHUIIEHHYIO
aBTOpHU3alMI0 TeOe yxke He OyldeT YrpoxkaTh OIMACHOCTh KPaKH WM TepexBara
IUIATEKHOTO NapoJs;




3. BwiGepu cnoxubii maponb. IlpecTtymHukam OygeT HE HpPOCTO Yraaarh
CJIOXHBIN naposib. HanéxHpie mapoiim — 3T0 mapoiiv, KOTOPBIE COIEPKAT HE MEHeEE 8
3HAKOB U BKJIIOYAIOT B ce€0s CTPOYHBIE U MPOMHCHBIE OYKBBI, UMPHI U HECKOIBKO
CUMBOJIOB, TaKuM€ KaK 3HaK Joiiapa, (yHTa, BOCKIMIATEIbHBIA 3HAK W T. II.
Hanpumep, $tRONg!;;

4. He BBOIM CBOM JIMYHBIC TAHHBIE HA CAliTaX, KOTOPHIM HE 1OBEPSCILIb.

nekmponnan nouma

ONEeKTPOHHAs] MOYTa- 3TO TEXHOJIOTHMS W MPEAOCTABISIEMBIE €0 YCIYI'H IO
MEPECHUIKE U TMOJIYYEHHUIO 3JIEKTPOHHBIX COOOLIEHUH, KOTOPBIE PaCIpENesioTCs B
KOMIBIOTEPHOU ceTh. (OOBIYHO JNEKTPOHHBIM TMOYTOBBIA  SIIUK — BBITJISIAAT
CIIEAYIOMMM 00pa3oM: UMs_ToJb30BaTesI@umMs_joMeHa. Takxke, KpoMe Nepemaaqn
MIPOCTOrO TEKCTA, UMEETCSI BOBMOKHOCTD IepeAaBaTh (pailiibl.

OcnoegHnble cosemul no de3onacHoil padbome ¢ INEKMPOHHOU ROYMOIL:

1. Hago BwIOpaTh mNpaBWIBHBIM TOYTOBBIM cepBUC. B HHTEpHETE ecCTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JYUIIE TOBEPSTH TEM,
KOT'O 3HA€Ilb U KTO NEPBBI B PEUTUHTE;

2. He xya3piBail B TU4YHOM mouTe JMuHyto uHbopmanuio. Hampumep, myurie
BBIOpATh «My3bIKaIbHBIN (hanar@» miu «pok2013» BMecTo «temal3y;

3. Mcnonp3yi ABYX3TalHyK aBTOPU3ALUI0. DTO KOTJA IOMHUMO MapoJii HYKHO
BBOJIUTH KOJI, IPUCHIIIAEMBIHN 10 CMC;

4. BriOepu COXKHBIN Maposib. sl KaXa0ro MOYTOBOTO SIIMKA JTOHKEH OBITh
CBOM HAJIEKHBIM, yCTOWYNBBINA K B3JIOMY IIapOJIb;

5. Ecim ecTp BO3MOXHOCTH HAalMCaThb CamMOMYy CBOM JIMYHBIA BONPOC,
HCTOJIb3YH 3Ty BO3MOKHOCTb;

6. Mcnonb3yii HECKOIBKO MOYTOBBIX SIIIMKOB. 11epBBIN 1711 4aCTHOM MEPENUCKU
C ajapecaraMy, KOTOPBIM Tbl JOBEpPSEHIb. IJTO DSJIEKTPOHHBIA aJpec HE HaAo
MCIIOJIb30BATh MPHU PETUCTpaIU Ha GopyMax U calTax;

7. He oTkpwiBail ¢aitnpl U Apyrve BIOKEHHS B TUCHBMax, JaKe €CIU OHH
MNPUILIA OT TBOUX Jpy3eu. Jlydile yTouyHW y HHX, OTHPABISUIA JIMW OHU TeOe 3TH
(haiibr;

8. [Tocie okoH4aHMs pabOTHI HA TOYTOBOM CEPBUCE MEpe]] 3aKPHITHEM BKIIAJIKH
C caiiToM He 3a0y/b HaKaTh «BBIATHY.

Kuoepoynaunz

KubepOymHr — npecieaoBaHue COOOIIEHUSIMU, COACPKIIUMH OCKOPOJICHUS,
arpeccHio, 3alyruBaHuE; XYIMIaHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C MOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBHCOB.

OcHogHble coeembl no 60pbvoe ¢ KubepoOynIuHzOM:

1. He Gpocaiicst B 6oit. Jlyumuii coco6: 1MocoBETOBAaThCS Kak ceOsl BECTH H,
€CJIM HET TOT0, K KOMY MOYKHO 00paTUThCs, TO BHaYaje ycrnokoucs. Eciu Tel HaUHENTh
OTBEYaTh OCKOPOJICHUSMH HAa OCKOPOJIEHHS, TO TOJBKO emi¢ OONbIlne pasoxokEb
KOH(JIHKT;

2. Yrpasnsiii cBoeit kubeppernyTaruei;

3. AHOHUMHOCTb B ceTd MHUMas1. CyIlleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;




4. He crtom BecTu XynuraHckuid oOpa3 BUpPTyaqbHON >xu3HH. HHTepHeT
(duKcupyeT Bce TBOM JEHCTBHUSI M COXpaHsAET HUX. YIaIUTh HX Oyaer KpaiHe
3aTPYIHUTEINBHO;

5. Cobunronait CBOIO BUPTYyaIbHYIO YECTh CMOJIONY;

6. UrHopupydt enuuHuuHblii HeratuB. OmHOpPa3oBble OCKOpPOUTENHHBIC
COOOIIeHUS Jy4llle UTHOPUpOoBaTh. OOBIYHO arpeccus MPeKpalaeTcs Ha HadalbHOU
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIICHHSIMH, B

COLIMAIBHBIX CETSIX €CTh BO3MOYKHOCTh OJIOKMPOBKH OTIPAaBKH COOOILIEHUN C
OIPEACIEHHBIX apPECOB;
8. Ecmum 1Bl cBugerenb kKuOepOy/uiMHra. TBOM NEUCTBUS: BBICTYIUTh NPOTUB
IpecienoBaTes, I0Ka3arb €My, 4YTO €ro JACWCTBUS OLICHUBAIOTCS HEraTHBHO,
MOJIEPIKATh KEPTBY, KOTOPOM HYy)XHA ICHUXOJIOTHMYECKas TMOMOIIb, COOOIIUTH
B3pOCIBIM O (haKTe arpeCCUBHOIO MOBE/ICHUS B CETH.

Moobunvnulii menegon

CoBpemeHHbIe cMapT(OHBI U IUIAHILIETHI COEPKAT B ceO€ BIOJHE B3POCIbIN
GyHKIIMOHAN, ¥ TENepb OHM MOTYT KOHKypUpOBaTb CO CTallMOHAPHBIMU
KoMIiptoTepamu. OJIHAKO, CPENCTB 3allUThl JJIs1 MOJOOHBIX YCTPOMCTB IOKAa OYEHb
Maso. TeCTUpOBaHHUE U MOUCK YA3BUMOCTEH B HUX IPOMCXOAUT HE TaK NHTEHCHBHO,
kak Ju1st [IK, 1o sxe camoe kacaercss U MOOMIJIBHBIX MTPHIIOKEHUI.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JTOTHAIN HACTOJbHBIE
aHaJIOTH, OJIHAKO pacIiiupeHue GyHKIMOHANA BIEYET 3a COO0M OOJBIIYIO CIOXKHOCTD
Y MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BcE€ NPOU3BOAUTEIM BBITYCKAIOT OOHOBIICHHS, 3aKpBIBAIOLIUE
KPUTHUYECKHUE YI3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OcHoeHble cosembl 01151 6€30NACHOCMU MOOUTbHO20 mene)ona:

1. Huyero He siBisieTcs mo-HacrtosieMy OecIiaTHbIM. Bynb oCcTOpoXeH, Belb
Kor/a Tede mpesyiaraloT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO
IJIaTHBIE YCIYTH;

2. Nymaii, mpexae yeMm oTnpaBuTh SMS, ¢oto wiu Buaeo. Thl TOYHO 3HACIIID,
rie oHu OynyT B KOHEUHOM HUTOTE?

3. HeoOxoaumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(oHa;

4. Ucnonb3yil aHTUBUPYCHBIE POTrpamMMBbl JJ11 MOOUJIBHBIX TeNIe()OHOB;

5. He 3arpyxali npujIOkKeHUs OT HEU3BECTHOTO HMCTOYHWKA, BEb OHH MOTYT
COJIEPKATh BPEAOHOCHOE TPOrPaAMMHOE 00ECIICUECHHUE;

6. [Tocne TOoro Kaxk Thl BBIMJAELIb C CaidTa, IJ1€ BBOAWI JUYHYIO MH(OPMALIUIO,
3aliJT1 B HACTPOMKHU Opay3epa u yaaiu COOKies;

7. Ileppoanyecku MpoBepsiii, KaKUe IUIaTHBIE YCIYITM aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. JlaBail cBoii HOMEp MOOWJILHOTO Telie(pOHA TOJBKO JIHOISM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEPSCIIb;

9. Bluetooth momxen ObiTh BbIKIIOYEH. Korma Thl UM H moib3yeribes. He
3a0bIBail HHOT/IAa TPOBEPSITH 3TO.

Online uzpwt




CoBpeMeHHbIE  OHJAWH-UTPBI — 3TO  KPACOUHbIC, 3aXBaThIBAIOIIME
pa3BiieUeHUs, OOBEAMHSIONIME COTHU ThHICSY YEJNOBEK IO Bcemy wmupy. WUrpoku
UCCJIEYIOT JTaHHBIH MM MHp, OOIIAIOTCA APYT C JPYTroM, BBHIMOJHSIOT 3aJlaHus,
CpaXalTCsi C MOHCTpPAaMHM M TIOJYy4YalOT OMNBIT. 3a YIOBOJBCTBUE OHM TIJIATAT:
MOKYTIAIOT IUCK, OTJIAYMBAIOT a00OHEMEHT WJIM MIPUOOPETAIOT KaKUE-TO OMIIUH.

Bce a1y cpenctBa uayT Ha nojaJiep kaHUe U Pa3BUTHE UIPHI, a TAKXKE Ha camy
0€30MacHOCTh: COBEPUICHCTBYIOTCSI CHUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOYHbBIC
naTun (u(pOoBBIC 3aIUTATKY JIJIST IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX Urpax CTOUT OMmacaTrbCsi HE CTOJBKO CBOMX COTIEPHHUKOB, CKOJIBKO
KpaXd TBOETO IMAapoJjisi, HA KOTOPOM OCHOBAaHAa CHCTEMa aBTOpW3AIMH OOJIBIIMHCTBA
urp.

OcHogHble cosembl no 6€30NACHOCHIU ME0e20 UZPOBO20 AKKAYHMA:

. Eciu ppyroil urpok BeAET ceds IUIOXO WU CO31aéT TeOe HENpUITHOCTH,
3a0JI0KUPYH €ro B CIHCKE UTPOKOB;

2. Iloxanylicds aAMUHUCTPATOpaM WIPbl Ha IUIOXOE€ NOBEAEHUE HSTOTO HUIPOKa,
KEJaTeJIbHO MPUJIOKUTh KAKHE-TO JI0KA3aTENbCTBA B BUAE CKPHUHOB;

3. He yxa3biBaii mTuuHy0 nHGOpMaIKIO B podaiisie urpsl;

4. YBakail Apyrux y4aCTHHUKOB 110 UTPE;

5. He ycranasnuBaii Heo(uImaapHbIe TaTYH U MOJIBI;

6. Mcnosib3yii CII0KHBIE U pPa3HbIE MapOIu;

7. Jaxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHUPYC. [loka ThI Urpaeiib, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

Quune uiu Kpaxicea TUYHbIX OAHHHIX

OOBIYHOI KpaXkel IEHEeT U TOKYMEHTOB CETrOJiHs YK€ HUKOTO HE YMBHILb, HO C
Pa3BUTUEM HUHTEPHET-TEXHOJOTHIN 3JI0YMBIIUICHHUKA MEPEMECTUIIUCh B UHTEPHET, U
MPOJIOJIKAIOT 3aHUMAThCS «TFOOUMBIMY JIETIOM.

Tak mnosBWIach HOBasi Yrpo3a: HHTEPHET-MOIICHHHYECTBA WU (DUIIIHHT,
IJaBHAs IIeJIb KOTOPOTO COCTOMT B TMOJYYEHUU KOH(MUICHIIMATIBHBIX JaHHBIX
M0JIb30BaTeNIeH — JIOTMHOB U maposieid. Ha anruiickom si3bike phishing untaercs kak
¢ummnr (ot fishing — peiOHas J1oBIIs, PASSWOrd-maposis).

OcHogHble coeembl no 6opvoe ¢ pumunzom:

1. Cnenu 3a cBOMM akkayHTOM. Eciii Thl TOJ103peBaeIilb, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JOKMpOBaTh €€ M COOOIIUTH aJIMHHHCTPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpPEE;

2. Ucnonb3yit Oe3omacHble BeO-CalWThl, B TOM YHUCJIE, HUHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnonw3ydl clOXHBIE W pa3Hble mapoiu. TakuM oOpa3oM, eciu Teos
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TMOJy4aT JAOCTYN TOJIBKO K OJHOMY TBOEMY
poduUIII0 B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B3710Maji, TO HEOOXOAMMO MPEIYTPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE JOOABIEHBI ¥ T€OsI B IPY3bsiX, O TOM, 4TO T€Os B3JIOMaIN M, BO3MOXHO, OT
TBOETO UMEHHU OYJIET PacChIIaThCs CaM M CChUIKU Ha (DUITUHTOBHIE CANTHI,

5. YcranoBu Hanéxubiit maposb (PIN) Ha MOOWIBHEIN TeneoH;

6. OTKIIIOYM COXpAaHEHHE Mapoiis B Opay3epe;




7. He oTkpeiBail (paiimpl U Apyrue BIOXKEHHS B MUChbMaX, JaXe €CIU OHHU
OPULUIM OT TBOMX Jpy3el. Jlydiie yTo4HM y HHMX, OTHPABISUIM JU OHU TeOe 3TH
(haitib.

Hugposaa penymauusn

[Mudposas pemnyranuss — 3TO HEraTHBHas WM MO3UTUBHAs MH(OpMalUs B
cet o Tebe. Komnpomerupyromas napopmanus, pasMelni€HHas B UHTEPHETE, MOXKET
CepbE3HBIM 00pa3oM OTpa3uThbCcs Ha TBOoeM peanbHOM ku3HU. «lludposas
pemyTanus» - 3T0 TBOM MMHUIDK, KOTOPBIA dopmupyercs u3 uHpopManuu o tebe B
WHTEpPHETE.

TBOE MecTO KUTEIhCTBA, YUEOBI, TBOE (PHHAHCOBOE TOJIOKEHNE, OCOOEHHOCTH
XapaKTepa U paccKasbl 0 OJIM3KUX — BCE ITO HAKAIUTMBAETCA B CETH.

MHorue mMOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K MyOJMKAIMU JUYHON
uHpopMmaruu B MHTepHeTe, HE MOHMMAsh BO3MOXKHBIX TOCIEACTBHMA. Thl gaxke He
CMOXeEIlIb Orafarbcsi O TOM, 4To ¢ororpadus, pasMeléHHas 5 JeT Ha3aj, craja
NPUYMHON OTKa3a MpUHATH TeOs Ha padoTy.

KomMeHnTapuu, pasMenienre TBoux (ortorpaduii u apyrue 1eHCTBUS MOTYT HE
MCYE3HYTh JIaXKe MOCJIe TOT0, KaK Thl UX yAaJIWlIb. Thl HE 3HACIb, KTO COXPAHUI ITY
uH(pOpMaIMIO, TIONajla JIM OHA B IOMCKOBBIE CHUCTEMbl M COXpaHWIAach JIM OHa, a
[JIABHOE: YTO MOAYMAIOT O TeOe OKPYKAIOIIKE JIFOAH, KOTOPbIE HAWIYT U YBUIAT 3TO.
Halitu uH@OpManuio MHOIO JIET CIYCTS CMOXET JI000H — Kak u3 J0OpbIX
noOyX/IeHUI, TaK ¥ C HAMEPEHUEM MTPUUYMHUTH BPE. ITO MOXKET OBITH KTO YTOJTHO.

OcHoeHvle cosembl no 3aujume yuPpoeoii penymayuu:

1. ITogymaii, mpexzae 4em 4To-TO MyOJIMKOBaTh M IepeaaBarh y ceds B Onore
WJIM B COLIMAJILHOM CETH;

2. B mnactpoiikax mnpo@uisi YCTaHOBH OTPaHUYEHHUSI HA IPOCMOTP TBOETO
npoduis U €ro COACPKUMOT0, ClieNIaidl €T0 TOJIBKO «IJIsl APY3eily;

3. He pa3memaii u He yka3biBail MH(GOPMAILIMIO, KOTOpask MOXKET KOTO-JH00
OCKOPOJIATH U 0OMKATh.

Aemopckoe npago

CoBpeMEHHbIE UIKOIbHMKM — aKTUBHBIE IMOJb30BaTeNd  LU(POBOro
npoctpaHcTBa. OAHAKO [JajeKko HE BCE 3HAIOT, YTO IOJb30BAaHUE MHOTMMHU
BO3MOXXHOCTAMH IIUGPOBOTO MUpa TpeOyeT COOMIOACHHS MPaB Ha HHTEIIEKTYyaIbHYIO
COOCTBEHHOCTb.

TepMuH «UHTEIIEKTyalbHass COOCTBEHHOCTBY» OTHOCHUTCS K Pa3IdYHBIM
TBOPEHHUSM UEJIOBEYECKOTO yMa, HAuWHasi C HOBBIX H300pETEHW M 3HAKOB,
0003HAYaAIONIMX COOCTBEHHOCTh Ha TMPOMYKTHI U YCIYTH, U 3aKaHUMBash KHUTAMH,
¢doTorpadgusmu, KHHODUIEMAMU U MY3bIKaJIbHBIMU IPOU3BEICHHUSIMHU.

ABTOpCKHE TIpaBa — JTO MpaBa Ha HHTEIUICKTYaJIbHYIO COOCTBEHHOCTh HA
MPOM3BENICHUS] HAYKH, JIUTEPATypbl U HMCKYCCTBa. ABTOPCKHE TpaBa BBICTYMAIOT B
KaueCTBE TapaHTHH TOTO, YTO MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyneT
HapacHbIM, JacT €My CIpaBelJIMBble BO3MOXXHOCTH 3apaboTaTh Ha pe3yibrarax
CBOETO TpPYy/a, MOJIyYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3 paspemieHus: aBropa
HE MOXET BOCIPOU3BOAUTH €ro MPOU3BEIEHUE, PACIPOCTPAHATh, MTyOIUYHO
J€MOHCTPUPOBaTh, MpPOAaBaTh, HMIOPTHPOBATh, IYCKAaTh B TMpOKAT, MyOIUYHO
WCIIOJHSATh, TOKa3bIBaTh/UCIIONHATD B 3dupe WK paMeniatb B UuTepHere.




Hcnoap3oBanue «IMHUPATCKOI0» IMPOrpaMMHOI0 obecreyeHUsT MOXKET IIPHUBCCTHU
K MHOI'MM pHCKaM: OT IIOTCPH JAHHBIX K TBOHMM aKKayHTaM O 6J'IOKI/IpOBKI/I TBOCTO
YCTpOﬁCTBa, I'’IC YCTAHOBJICHA HCJICTAJIbHAA IIpOorpaMma. He crout Takxke 3&6BIB8,TI>,
4dTO CYHICCTBYIOT JICTAJIBHBIC U OccriaTHEBIC IMporpaMmabl, KOTOPBIC MOKHO HAlTU B
CCTH.



